A COMMANDER’S GUIDE TO THE AFOSI

 

 

The Air Force Office of Special Investigations XE "Investigations"  (AFOSI) provides specialized investigation support to commanders.

 

ORGANIZATION

 

Established following WWII to preclude “self‑investigation”

  --  Patterned after FBI; removed from command channels; independent centralized organization

 

  --  To ensure unbiased, factual investigations

 

 Became operational 1 Aug 48 and now organized under SAF/IG

 

 Missions include investigating allegations of criminal activity and fraud, as well as force  

   protection and counterintelligence operations

 

  -- To provide complete service to assist commanders in carrying out the responsibilities of command

 

  -- Since 1972, AFOSI’s CONUS personnel security investigation function transferred to Defense Investigative Service (DIS); AFOSI still assists DIS in overseas needs

 

AFOSI AND COMMAND

 

 Requesting AFOSI investigative service

 

  -- AFI 71-101V1 and AFPD 71-1

 

     --- Investigations XE "Investigations"  initiated on authority of AFOSI/CC, as delegated to AFOSI Region/CC

 

     --- AFOSI will brief Air Force commanders on progress of investigations affecting command

 

     --- Direct contact with commanders is essential for mission, e.g., search authorizations

 

     --- Any Air Force commander responsible for security, discipline, or law enforcement may   request

     --- Coordination with AFOSI and SJA is required prior to commanders ordering/permitting a commander directed inquiry/investigation when there is ongoing AFOSI investigation

 

     --- Only SecAF may direct AFOSI to delay, suspend or terminate an investigation

 

  -- AFI 71-101V1, Attachment 2 (AFOSI and SF investigative responsibilities)

     --- Generally, AFOSI will only investigate major offenses

 

     --- Minor offenses are normally handled by Security Forces, Office of Investigations XE "Investigations"   

 

     --- Tailoring permissible to make best use of investigative resources; considering technical expertise, investigative capability and available manpower

 

Mutual support requirements

 

  -- Command Role

 

     --- AFOSI requests, and command issues, search and seizure authorizations based on probable cause requirements (the SJA should be involved in every case involving a probable cause determination)

 

     --- Operations Security (OPSEC) of AFOSI Investigations XE "Investigations" 
 

          ---- Knowledge of an ongoing AFOSI investigation by unnecessary parties may jeopardize operations and compromise efforts to neutralize criminal or counterintelligence activities

 

          ---- The exposure of AFOSI sources/agents/witnesses and investigative techniques could   place persons and evidence at risk

 

          ---- OPSEC is critical; restrict to base/staff officials on strict “need‑to‑know” basis

 

     --- Crime Scene Protection Support

 

          ---- AFOSI depends on command support and resources to protect crime scenes

 

          ---- Security Forces are usually the first-responders who secure and protect the scene for AFOSI

 

                 ----- Exclude witnesses, curiosity seekers, and limit to minimum of authorized 

                         personnel (e.g., medical/fire department)

 

                         ------- Rank or official position alone should not justify entry

 

                         ------- Command support of AFOSI access and control of area is vital

 

          ---- Untrained, though well intentioned, personnel who disturb or change the physical environment or handle objects at the crime scene can alter or destroy critical evidence

 

     ---   Protection Of Agent’s Grade (AFI 71-101V1)

 

          ---- The ability to carry out the mission is enhanced by concealing the rank of AFOSI special agents

 

          ---- Special procedures exist to protect agent personnel, medical and other administrative  records

 

          ---- Host commander may authorize permanent or temporary housing in officer’s quarters

 

     ---   Handling Complaints Against AFOSI Personnel

 

          ---- Due to nature of duties, complaints of intimidation or harassment are not uncommon

 

          ---- All should be immediately referred to person’s immediate commander; all will be thoroughly and expeditiously investigated by AFOSI

 

  -- AFOSI Support to Command

 

     --- AFOSI Developmental Files

 

          ---- Preliminary inquiry initiated by AFOSI/CC or Region/CC and used to examine situation, which appears to warrant investigation  

 

          ---- Information systematically collected on specific types of offenses or targets, typically using confidential informants

 

          ---- Information analyzed to determine need for individual substantive cases

 

     --- Child Abuse XE "Abuse" /Neglect

 

          ---- Assist command in Family XE "Day Care, 389"  Advocacy Program

 

          ---- All allegations must be reported to AFOSI, regardless of origin of complaint (personnel of Family XE "Day Care, 389"  Support and Child Care Centers, social actions, medical, etc.)

 

                 ------ AFOSI has greater access to certain informational records and files

 

                 ------ Provides fact‑finding role to assist command and staff to make


decisions

 

     --- AFOSI’s Specialized Functions

 

          ---- Single manager of USAF polygraph program

          ---- Specially trained mental health professionals using supervised cognitive interviews or forensic hypnosis as an aid to witness or victim memory enhancement

          ---- Computer Crime Investigative Assistance

 

          ---- Regionally located Computer Crime Investigators serve as specialists in the      


investigation of cyber crime, (e.g., computer network intrusions and computer 


media search and seizure)  

 

          ---- Forensic Science Consultants 

 

                 ----- Regionally located experts with forensic sciences masters degrees

 

                 ----- For consultation, training, specialized investigative techniques in criminal  

        
cases, (e.g., death investigations), and assistance in aircraft accident

       
investigation boards

 

          ----Technical Services

 

                 ----- Process and support requests to intercept wire, oral, or electronic 


communications for law enforcement purposes (See AFI 71-101 V1 for 


list of approval authorities)

 

          ---- Technical Surveillance Countermeasures

 

                 ----- Agents specialized in neutralizing technical surveillance devices deployed 

 against AF facilities

 

                 -----  Conducts security vulnerability surveys

 

          ---- Protective Services

 

                 ----- Provides threat assessments; protects designated AF officials; protects 


foreign official guests of DOD in CONUS

 

                 ----- Assessments and estimates on terrorist and foreign intelligence threats to


Air Force deployments, exercises, weapons facilities, and other base facilities upon request

 

          ---- Security Violations

 

                 ----- AFOSI investigates all security incidents of espionage, suspected    


compromise of special access information, or deliberate compromise of 


classified information

 

                 ----- Not routine security violations

 

AFOSI POLICY INFORMATION

 

 Apprehension

  -- Agent’s authority is derived from the Manual for Courts‑Martial 

 

     --- Limited to people subject to UCMJ, not family members or nonmilitary U.S. citizens

 

     --- Only if required by operation or emergency (Security Forces routinely do so at AFOSI’s request)

 

  -- Military law enforcement personnel may temporarily detain civilians suspected of on‑base offenses until civilian authorities arrive

 

 Arming

 

  -- AFPD 71-1 authorizes agents to carry firearms (including concealed) for duties

 

  -- AFOSI offices required to maintain at least one handgun and ammunition for each agent assigned

 

  -- Weapons stored within AFOSI facilities or in Security Forces armory if the local detachment is inadequate for security purposes

 

Sources and Undercover Agents

  -- Base human sources of information may be overt (officials) or covert (on a confidential basis)

 

  -- AFOSI undercover agents are specially trained and sent to installation to perform duties

 

  -- OPSEC and safety concerns dictate identity protections

 

     --- Investigative reports conceal identities; release of identities requires either source consent and concurrence of AFOSI Region/CC or an order from a military judge.  See MRE 507

 

     --- Threatened Airman Program is a personnel program; AFOSI provides threat validation and assessment as prelude to reassignment action

 

  -- Invaluable information about crimes planned/in progress

 

 Agent Standards to Expect

 

  -- Civilian attire authorized as neat, professional appearance

 

  -- Must comply with AF standards while in uniform; impeccable ethics

 

TYPES OF AFOSI REPORTS AND RELEASE OF INFORMATION

 

Routinely provided to commanders and their representatives, (i.e., SJA)

 

 Interim Case Reporting

 

  -- Upchannel internal AFOSI reporting of special interest cases where publicity or


Congressional interest is expected

 

  -- Informs HQ AFOSI, Air Staff, commanders and other agencies of significant matters affecting AF and DOD

  -- Separate and distinct from MAJCOM upchannel reporting

 

 Report of Investigation (ROI) on specific crime

 

  -- Information obtained through investigation and witness interviews

 

  -- No recommendations or suggestions on appropriate command action

 

  Special Reports provided by HQ AFOSI highlighting a particular kind of investigative 


activity and pinpointing problems so commanders can better handle them

 

  -- Provides description of weaknesses or susceptible areas under command to alert functional managers for possible correctional or remedial actions (e.g., Fraud Information Reports; Narcotics Information Reports; Narcotics Briefs)

 

  -- Reports requested by the Air Staff or other senior AF or DOD officials containing in‑depth analysis of some area of concern Air Force‑wide (e.g., damage to USAF aircraft)

 

 Command reporting of actions taken

 

  -- Commanders determine and then provide information of actions taken to AFOSI

 

  -- Reasons provided with “No Action” reports

 

 Release of Information   

 

  -- “For Official Use Only” and sensitive records

 

  -- Safeguarding, handling, and releasing information from AFOSI reports       

 

     --- May be released in whole or in part, only to persons who require access for official duties

 

          ---- Refer all requests for release to non-AF officials to the servicing AFOSI detachment

 

          ---- Only HQ AFOSI may authorize release outside the Air Force; or release or deny information under Freedom of Information Act (FOIA) or Privacy Act (law enforcement records exemption)

 

          ---- Release Report of Investigation (ROI) to defense attorneys through the SJA

 

     --- Safeguard ROIs in locked file cabinets

 

  -- Press or news inquiries for information require close coordination between Public Affairs and AFOSI in all cases

 

References:


Manual for Courts-Martial, United States (2002)

AFI 71-101V1, Special Investigations XE "Investigations" , Criminal Investigations, 1 December 1999

AFPD 71-1, Criminal Investigations XE "Investigations"  and Counterintelligence, 1 July 1999

DoDR 5400.7/AF Supp, DoD Freedom of Information Act Program, 24 June 2002

