THE RIGHT TO FINANCIAL PRIVACY ACT

 

 

The Right to Financial Privacy Act (RFPA) provides privacy protection for customers’ financial records held by financial institutions.  It strikes a balance between an individual’s privacy interest in these records and the government’s interest in investigating criminal misconduct.  The RFPA specifically describes the means by which government authorities can obtain an individual’s financial records from a financial institution, provides notice and challenge procedures for the customer, and prohibits unfettered access by a government agent.  The Act does not apply to obtaining access to financial records maintained by military banking contractors located outside of the United States, the District of Columbia, Guam, American Samoa, or the Virgin Islands.  Failure to follow the requirements of the statute can result in litigation in U.S. District Court, delays in courts-martial or administrative actions, and civil penalties. 

 

MEANS FOR OBTAINING RECORDS FOR A LAW ENFORCEMENT INQUIRY

 

        A DoD law enforcement office may request basic identifying information relevant to a 

legitimate law enforcement inquiry without consent or notice.  Such information includes

 

--      Name

 

--      Address

 

--      Account number

 

        Preferred method is with the customer’s consent.  DoD and Air Force policy is to attempt to obtain consent, if feasible, before using other methods to obtain financial records

 

--      Consent must be in writing in the prescribed form 

 

--      The consent form specifies the records being disclosed, explains the purpose for disclosure, and identifies the agency to which they may be disclosed

 

        Second, by search warrant issued by either a federal magistrate or a state judge within the applicable federal district

 

--      A military search authorization is only valid for records maintained at on-base banking institutions at overseas installations.  Records must be maintained at the on-base location, not merely accessible from the on-base location

 

--      AFOSI should coordinate with the SJA before obtaining warrants or search authorizations

 

--      Within 90 days of executing a search warrant, the customer must be notified that the records were seized

· Third, by judicial subpoena.  Once the convening authority refers a case to trial by court-martial, the trial counsel has authority to issue subpoenas.  Accordingly, trial counsel may subpoena the financial records of an accused or of witnesses.  Subpoenas for an accused’s records are exempt from the requirements of the RFPA.  For witnesses, trial counsel must provide notification and an opportunity to challenge the subpoena

 

        Fourth, by administrative subpoena.  DoD/IG is authorized to issue such subpoenas 

 

--      Used in cases where the financial harm to the government exceeds $1,000, and 

 

--      Only available before preferral of charges

 

        Fifth, by formal written request.  RFPA allows this procedure only if no administrative subpoena authority “reasonably appears to be available” to the government

 

--      Investigators must follow RFPA, DoD, and AFOSI requirements exactly

 

--      Notify the customer that if he wishes to prevent disclosure, he must complete a fill-in-the blank form and sworn statement attached to the notice.  Then the customer must file the forms with the court.  The RFPA gives the customer 10 days from personal service in which to file a motion with the court to prohibit disclosure.  NOTE:  DoD Directive 5400.12 gives the customer 14 days from service and 18 days from the initial mailing

 

        The RFPA applies only in the states and territories of the U.S. (i.e., Puerto Rico, Guam, American Samoa, and the Virgin Islands), and the District of Columbia

 

--      At other installations, DoD Directive 5400.12 allows use of a military search authorization to obtain records maintained by on-base military banking facilities and credit unions.  If the records are maintained at a home office in the U.S., then the RFPA applies to the records maintained in the states

 

--      Follow host nation procedures for off-base local national financial institutions
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