USE OF GOVERNMENT COMMUNICATIONS SYSTEMS

With the explosion of the "Information Age," government employees now have access to computers, copier machines, fax machines, cellular phones, the Internet, and electronic mail.  Under the Joint Ethics Regulation (JER) the use of government resources, communications systems and equipment (including telephones, data fax machines, electronic mail, and the Internet) are for official and authorized use only.  

· All usage, official and personal, is subject to being monitored, and no classified information may be communicated over unclassified lines

· "Official use" may include morale and welfare communications for deployed personnel, when approved by the theater commander

· “Authorized use” is permitted when "agency designees" (the first supervisor who is a commissioned officer or a civilian above GS/GM-11 in the chain of command or supervision of the employee concerned) authorizes their employees to make limited personal use of government resources (other than personnel).  The agency designee must determine the following

-- There is no adverse affect on duty performance

-- The duration and frequency are reasonable and, normally, the use is during nonduty hours (which may include break time)

-- A public interest is being served such as keeping employees at their work stations, educating them on the use of new technology, improving their morale, or enhancing their technical or professional skills

-- There is no adverse reflection on the U.S. Government (no pornography, chain letters, commercial advertising, criminal activities such as gambling, or breaches of security)

-- There is no overburdening of the communications system; and 

-- There is no significant additional cost to DoD

· This instruction applies to all uses of Air Force e-mail systems by Air Force organizations, personnel, and contractors regardless of the classification of the information transmitted or received

-- It is a punitive regulation, violations of which are punishable under Article 92, UCMJ
-- Specific prohibitions

--- Any use of government-provided computer hardware or software for other than official and authorized government business

---  Activities for personal or commercial financial gain.  This includes, but is not limited to; chain letters; stock trading; commercial solicitation; and sales of personal property, except on authorized bulletin boards established for such use

--- Storing, processing, displaying, sending, or otherwise transmitting offensive or obscene language or material.  Offensive material includes, but is not limited to, "hate literature," such as racist literature, materials or symbols (for example, swastikas, neo-Nazi materials, and so forth), and sexually harassing materials.  Obscene material includes, but is not limited to, pornography and other sexually explicit materials

--- Storing or processing classified information

--- Storing or processing copyrighted material (including cartoons unless approval is obtained from the author or publisher or the use falls within some other exception to the copyright laws such as educational purposes)

--- Participating in chat lines unless for official purposes and approved by Public Affairs

--- Obtaining, installing, copying, storing, or using software in violation of the appropriate vendor’s licensing agreement

--- Permitting any unauthorized individual access to a government-owned or government-operated system

· To protect against downloading viruses from the Internet and introducing potential risk to the Air Force networks, take the following precautions

-- Check all files downloaded from the net for viruses, and get authorization to load any software on an Air Force automated information system

-- Official use includes communications, including emergency communications, the Air Force has determined necessary in the interest of the Federal government

--- Official use includes, when approved by the theater commander in the interest of morale and welfare, those communications by military members and other Air Force employees who are deployed for extended periods away from home on official business

-- The agency designee (see definition above) can allow limited personal use of e-mail

--- Brief communications made while traveling on official business to notify family members of official transportation or schedule changes

--- Using government systems to exchange important and time-sensitive information with a spouse or other family members; such as, scheduling doctor, automobile, or home repair appointments, brief internet searches, or sending directions to visiting relatives

--- Educating or enhancing the professional skills of employees (e.g., use of communication systems, work-related application training, etc.)

--- Improving the morale of employees stationed away from home for extended periods

--- Job searching in response to federal government downsizing

--- Authorized use must be approved by supervisor and should be checked against local or command policy

-- Prohibited use includes

--- Distributing copyrighted materials by e-mail or e-mail attachments without consent from the copyright owner (failure to obtain consent may violate federal copyright infringement laws and could subject the individual to civil liability or criminal prosecution)

--- Intentionally or unlawfully misrepresenting your identity or affiliation in e-mail communications

--- Sending or receiving e-mail for commercial or personal financial gain using government systems

--- Sending harassing, intimidating, abusive, or offensive material to, or about others

--- Using someone else’s identity (user ID) and password without proper authority

--- Causing congestion on the network by such things as the propagation of chain letters, broadcasting inappropriate messages to groups or individuals, or excessive use of the data storage space on the E-mail host server
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