INFORMATION OPERATIONS

Information Operations (IO) involve offensive and defensive actions covering a spectrum of capabilities ranging from ancient concepts of military deception to relatively new capabilities involving high tech computers and satellite systems.  IO poses several legal challenges, most of which are dealt with by higher headquarters units.  IO must comply with the applicable ROE and LOAC.

ELECTRONIC WARFARE (EW)

· EW gained prominence in World War II and remains one of the most important components of IO

· EW consists of electronic attack (EA), electronic protection (EP), and electronic support (ES)

-- EA uses electronic jamming and deception to disrupt and degrade adversary radar, guidance, and communications systems

-- EP protects friendly forces and systems from enemy EA; examples of EP include stealth technology, chaff, and emissions control

-- ES includes surveillance of the electromagnetic spectrum and is conducted by systems such as airborne early warning aircraft 

· It is important to consider possible collateral damage to civilian or neutral aviation before conducting EW, particularly when jamming radar and guidance systems

MILITARY DECEPTION
· Actions intended to “deliberately mislead adversary military decision makers as to friendly military capabilities, intentions, and operations.” JP 3-58, 1-1

· The primary legal consideration in military deception is distinguishing lawful ruses from perfidy, a job that is often difficult and may result in ambiguity

-- Lawful ruses may include aerial decoys, simulated damage, false radio signals, or false raids, such as the bombing of Norway prior to D-Day to distract Axis forces

-- Perfidy involves treachery or a general failure to keep faith with an enemy; examples include abusing protected symbols such as the Red Cross, putting combatants in civilian clothes, and misusing enemy uniforms or transponder signals to attack

-- Otherwise lawful ruses may also become unlawful if it involves performing an illegal act, such as tricking the enemy into attacking their own civilians

· Although all commanders are authorized to engage in deception operations, such operations are subject to special restrictions under the SROE

INFORMATION ASSURANCE (IA)

· IA consists of those actions designed to safeguard the “availability, integrity, authenticity, confidentiality, and nonrepudiation,” of information and information systems. AFDD 2-5, p 20

· Communications squadrons routinely conduct and administer IA programs

· Most legal issues arising in IA deal with law enforcement activities and system administrators’ ability to monitor their respective systems; the Electronic Communications Privacy Act, USA PATRIOT Act, and Fourth Amendment control these activities

OPERATIONS SECURITY (OPSEC)

· OPSEC involves identifying those actions of friendly forces that can be observed by adversaries and used to the adversaries’ advantage, then taking steps to reduce the intelligence value of the adversaries’ observations

· OPSEC is closely tied to military deception and EW

· OPSEC is generally bound by the same legal guidelines as military deception

PSYCHOLOGICAL OPERATIONS (PSYOP)

· PSYOP seek to “induce, influence, or reinforce the perceptions, attitudes, reasoning, or behavior” of our adversary’s leaders and military forces.  AFDD 2-5, p. 12

· PSYOP may only be authorized by the President or his delegee (currently the Assistant Secretary of Defense, Office of Special Operations and Low Intensity Conflict after legal review by the OSD/GC) 

· PSYOP may not be conducted against US citizens

· PSYOP must be coordinated through the Department of State and responsible embassy during peacetime

· PSYOP may not engage in perfidy

· Public Affairs teams may be used to counter PSYOP

PHYSICAL ATTACK

· Physical attack may be considered an information operation if the target is an “information” target

· The same LOAC rules and legal apply to physical attack for IO as for any other physical attack

COMPUTER NETWORK OPERATIONS (CNO)

· CNO consist of defensive measures (CND) to protect our computer systems and offensive measures (CNA) to disable, disrupt, or degrade the integrity, reliability, or accessibility or adversary computer systems

· CNO entail significant legal considerations, obviously greater if engaging in CNA

· USSTRATCOM and its subordinate JTF-CNO have primary responsibility for CNO and should be consulted before engaging in CNO

PUBLIC AFFAIRS (PA)
· PA is considered component of IO by the Air Force, by is only a contributing activity in joint doctrine

· PA may not intentionally deceive the Congress, US citizens, or US news media

· Careful consideration must be used when involving PA in IO to ensure PA does not lose its credibility and, thereby, its ability to engage in counterpropaganda and counterdeception
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